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PURPOSE: To provide an information processor which 
can carry out the security control for each output device. 
CONSTITUTION: In regard of the register processing, a 
user is instructed to select a device for the secret 
processing (S10). If it is decided that just one of output 
devices requires the secret processing after confirming 
whether the secret processing should be applied to the 
selected output device or not (S1 1), a key word is 
requested to the user (S12). Then, the secret processing 
information and the key word information are registered 
as a file header part (S13), and this header part is added 
to such data as the document data, etc., and a data file 
is registered into an external storage (S14). 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer.So the translation may not reflect the 
original precisely. 

2 **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim l] It has the store and is the information processor which can connect two or more 
output devices. A registration means to add and register into said data or program file the 
secret information which shows whether an output is possible to each of said output device 
in case data or a program file is registered into said store, In case the data or the program 
file registered by this registration means is outputted to said output device The 
information processor characterized by having a judgment means to judge whether it 
outputs to said output device based on the secret information concerning this output device 
added to said data or program file at least. 

[Claim 2] The information processor according to claim 1 characterized by for said 
registration means including a means to add keyword information to data or a program file, 
and including a means to judge whether said judgment means compares further the 
keyword information inputted as the keyword information added to said registered data or 
program file, and outputs to said output device. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the information processor which has a 

secret processing facility. 

[0002] 

[Description of the Prior Art] Drawing 6 and drawing 7 are flow chart drawings at the time 
of the file registration showing an example of the secret processing currently used by the 
document data file created with information processors, such as the conventional word 
processor, and file read in. 

[0003] A user is made to check whether the file to register is made into a secret condition in 
case file registration of the document data is carried out, as shown in drawing 6 (step S40). 
When considering as a secret condition, the input request of a keyword is made a user (step 
S41). Then, the data and the keyword (usually enciphered) which show that it is in a secret 
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condition are registered into a part for the header unit of a file (step S42), and registration 
of document data is carried out after that (step S43). 

[0004] Moreover, as shown in drawing 7 , in case document data are read, only a part for 
the header unit of a file is read first (step S50), it checks whether the registered file is in a 
secret condition (step S5l), and when it is in a secret condition, it checks [ whether it is in 
agreement with the keyword by which the keyword input is registered into a part for the 
header unit of a file, and ], after requiring a keyword input of a user (step S52) (step S53). 
If the keyword inputted with the natural thing is mistaken, an error message will be 
performed, reading of a file will not be carried out (step S55), but if it is a right keyword, a 
file will be read (step S54) and edit of document data of it will be attained henceforth. 
[0005] An example of the internal structure of an entire disk used for processing of this 
kind is shown in drawing 8 . This is an example of the internal format of the file at the time 
of following the flow chart of drawing 6 and drawing 7 . 

[0006] Generally the information area 30 of an entire disk contains the file list area 31 and 
the data area 32 of each file, and the file list area 31 is a file list table including a file name 
311, a file size 312, the storing location 313 in the information area 30, and the information 
on other. The data area 32 of each file consists of header fields and data areas including 
the secret information area 321 showing whether it is in a secret condition, and the 
keyword information area 322. 
[0007] 

[Problem(s) to be Solved by the Invention] In the conventional secret processing, the file in 
a secret condition was what no activity is accepted in, unless the keyword was inputted. 
[0008] This thing could not respond to the situation of "not caring about the display on a 
display although it is a problem that document data are printed out", but was a completely 
incompetent function. 

[0009] Moreover, generally application software is offered with a floppy disk. Although the 
copy to the hard disk of foul was performed when install processing of the offered 
application software was carried out at the hard disk of a computer, the install processing 
to a hard disk was not easy in the conventional information processor, carrying out the 
copy protection to a floppy disk. 

[00 10] since [ moreover, ] it was managed in the conventional information processor like 
[ the file (since the file of this format is not a file of text format, it is meaningless in this file 
content a display and to carry out a printer output) of a binary format ] the file of text 
format - a user - mistaking " the display process of a binary formal file - when carried 
out, meaningless data might be displayed on the display 

[00 11] Therefore, this invention offers the information processor which can perform a 

security management for every output device. 

[0012] 

[Means for Solving the Problem] According to this invention, it has the store and is the 
information processor which can connect two or more output devices. A registration means 
to add and register into data or a program file the secret information which shows whether 
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an output is possible to each of an output device in case data or a program file is registered 
into a store, In case the data or the program file registered by this registration means is 
outputted to an output device The information processor equipped with a judgment means 
to judge whether it outputs to an output device based on the secret information concerning 
the output device added to data or a program file at least is offered. 

[0013] Moreover, the registration means includes a means to add keyword information to 
data or a program file, and a means to judge whether a judgment means compares further 
the keyword information inputted as the keyword information added to the registered data 
or the program file, and outputs to an output device may be included. 
[0014] 

[Function] In case data or a program file is registered into a store, the secret information 
which shows whether an output is possible to each of an output device is added and 
registered into data or a program file. Therefore, to a certain output device, although an 
output is possible, secret information which says that an output is impossible to other 
output devices will be added. 

[0015] In case such data or a program file is outputted to an output device, it is judged 
whether with a judgment means, the secret information in data or a program file is read, 
and it outputs to that output device based on this information at least. 
[0016] 

[Example] Hereafter, the example of the information processor concerning this invention is 
explained using a drawing. 

[0017] Drawing 5 is a block diagram showing system configurations which are one example 
of the information processor concerning this invention, such as a personal computer and a 
word processor. 

[0018] An input unit 11, a display 12, the ROM storage section 13, the RAM storage section 
14, external storage 15, and various kinds of output devices 16 are connected to the central 
processing unit 10 through the bus etc. 

[0019] As an output device 16, FDD (floppy disk drive), HDD (hard disk drive), the printer, 
and the display are prepared. 

[0020] File system-code section 13a which has the function to register data, such as 
document data, as a file exists in the ROM storage section 13. Usually, although the file 
system-code section exists in external storage and it is developed from external storage in 
many information processors to the RAM storage section at the time of a power source ON, 
in order to simplify the following explanation, it shall exist in the ROM storage section 
here. 

[0021] Registration processing of a file means that file system-code section 13a registers 
into external storage 15 the data (for example, document data) which exist in the RAM 
storage section 14 through a central processing unit 10, and file system-code section 13a 
reads into the RAM storage section 14 the data which exist in external storage 15 through 
a central processing unit 10, and reading processing of a file expresses things to the 
reverse. In addition, in the case of file registration, management information, such as a file 
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name and secret information, is also registered. About the internal structure of external 
storage, it mentions later. 

[0022] Flow chart drawing of the secret processing in the information processor by this 
example is shown in drawing 3 from drawing 1 . 

[0023] Drawing 1 is flow chart drawing at the time of file registration, drawing 2 is flow 
chart drawing at the time of file reading, and drawing 3 is flow chart drawing at the time 
of a file output. 

[0024] The processing at the time of registration makes the device which gives a user 
secret processing choose through an indicating equipment and an input device, as shown in 
drawing 1 (step SlO). It checks whether sheet KURETTO processing is carried out to the 
selected output device, and if at least one output device is specified that secret processing 
is required (step Sll), a keyword demand will be performed to a user (step S12). And secret 
processing information and keyword information are registered as a file header part (step 
S13), this file header part is added to data, such as document data, and a data file is 
registered to external storage (step S14). 

[0025] In addition, in case data or a program file is registered into a store, a registration 
means to add and register into data or a program file the secret information which shows 
whether an output is possible to each of an output device supports step S14 from step SlO. 
[0026] Drawing 4 is memory map drawing showing an example of the external storage of 
the information processor by this example, i.e., the internal structure of an entire disk, and 
shows the internal format of the file at the time of following the flow chart of drawing 1 . 
[0027] Generally the physical information area 20 of external storage, i.e., a disk, contains 
the file list area 21 and the data area 22 of each file, and the file list area 21 is a file list 
table including a file name 211, a file size 212, the storing location 213 in the physical 
information area 20, and the information on other. The data area 22 of each file consists of 
header fields and data areas 223 including the secret information area 221 including the 
information (for example, those without a secret are zero, and a secret condition is l) which 
shows the secret condition over each output device, and the password information area 222. 
[0028] As the processing at the time of reading is shown in drawing 2 , it is only developing 
a file on the RAM storage section including the file header in which sheet KURETTO 
processing information and keyword information only exist the data stored in external 
storage (step S20). the former - large - things - a point is a point of not performing secret 
processing at the time of reading processing. 

[0029] Secret processing is carried out in case the file read on the RAM storage section is 
dealt with. 

[0030] As shown in drawing 3 , when the output request of a file content occurs to a certain 
device, it judges based on the secret information read [ whether this file is in the secret 
condition to the device which should be outputted, and ] on the RAM storage section (step 
S30), and if it is in a secret condition, a keyword input will be required of a user (step S31). 
Next, it judges whether the inputted keyword and the keyword information developed on 
the RAM storage section are in agreement (step S32). If a keyword is not in agreement 
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with a natural thing, the output of a file content serves as an error, without carrying out 
(step S34). If a keyword is in agreement, output processing to the output device to which a 
file content corresponds will be carried out (step S33). 

[0031] In addition, in case the data or the program file registered by the registration means 
shown in drawing 1 is outputted to an output device, a judgment means to judge whether it 
outputs to an output device at least based on the secret information concerning the output 
device in data or a program file supports step S32 from step S30. 

[0032] Therefore, according to the above-mentioned example, since it has the secret 
information on whether secret processing is carried out to every various output devices (a 
display, a printer, a floppy disk, hard disk, etc.), level attachment corresponding to a device 
will be in the secret condition of a file possible. 

[0033] That is, in the information processor using this example, processing "the output to a 
printer needs the input of a keyword without the input of a keyword although the display 
on a display is possible" can be realized easily, and system offer of it which suited a user's 
operating condition more is attained. Why a user searches for the situation [ a display on a 
display is possible and ] that the output to a printer is impossible A display on a display is 
the system (if it is a word processor, file systems differ for every model, or) which suited the 
file (disk) format. Since it is required from the word processor of the other company not 
being the same format etc., easy protection will have started, but once it is printed out, it is 
for the danger of being copied to increase dramatically. 

[0034] Moreover, in the information processor using this example, the easy copy protection 
in user level is also realizable. This is giving a secret attribute to a floppy disk. In case a 
file copy is carried out, an information processor checks the secret condition of the file, and 
when a secret attribute is checked to a floppy disk, it will require a keyword input. 
[0035] In addition, it will become effective also in the install processing (application 
software construction processing) to a hard disk. Usually, application software is offered 
with a floppy disk. In this example, the install processing (in order to carry out install 
processing, copy processing of a file is usually needed) of the secret processing to a floppy 
disk and the secret processing to a hard disk to a hard disk is attained, carrying out the 
copy protection to a floppy disk, since it is managed independently. 

[0036] Moreover, with the conventional information processor, it is the file (the file of this 
format) of a binary format, displaying and carrying out the printer output of this file 
content, since it is not the file of text format - semantics " there is also nothing, since 
[ that it is the same as that of the file of text format ] it was managed Although the 
meaningless data whose user is a binary formal file accidentally were displayed on the 
display when the display process was carried out With the information processor by this 
example, this problem can also solve the file of a binary format by giving a secret attribute 
to a display and a printer. 
[0037] 

[Effect of the Invention] As explained to the detail above, the information processor by this 
invention It has the store and is the information processor which can connect two or more 
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output devices. A registration means to add and register into data or a program file the 
secret information which shows whether an output is possible to each of an output device 
in case data or a program file is registered into a store, In case the data or the program file 
registered by this registration means is outputted to an output device Since it had a 
judgment means to judge whether it outputs to an output device based on the secret 
information concerning the output device added to data or a program file at least It has the 
information on whether secret processing is carried out to every various output devices (a 
display, a printer, a floppy disk, hard disk, etc.). By this, it becomes possible to change into 
the secret condition of a file with level for every output device, and the security 
management of data or a program file can be performed for every output device. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing l] It is flow chart drawing showing the file registration processing in the 
information processor concerning this invention. 

[Drawing 2] It is flow chart drawing showing the file reading processing in the information 
processor concerning this invention. 

[Drawing 3] It is flow chart drawing showing file output processing in the information 
processor concerning this invention. 

[Drawing 4] It is memory map drawing of the external storage of one example of the 
information processor concerning this invention. 

[Drawing 5] It is the block diagram showing the system configuration of one example of the 
information processor concerning this invention. 

[Drawing 6] It is flow chart drawing showing the file registration processing in the 
conventional information processor. 

[Drawing 7] It is flow chart drawing showing the file reading processing in the 
conventional information processor. 

[Drawing 8] It is memory map drawing of the external storage of the conventional 
information processor. 
[Description of Notations] 

10 Central Processing Unit 

1 1 Input Unit 

12 Display 

13 ROM Storage Section 

14 RAM Storage Section 

15 External Storage 

16 Output Device 
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